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ABSTRACT

Johnson, Stacy R.. M.S., Ohio University, June 1995. Increasing TCP Throughput
by Using an Extended Acknowledgement Interval. Major Professor: Dr. Shawn D.
Ostermann.

The Transmission Control Protocol (TCP) is a widely used network protocol that
is usually layered over the Internet Protocol (IP). IP is not reliable; it does not insure
data delivery. However, TCP is reliable, and insures data delivery through the use of
acknowledgements and retransmissions.

The receiving side of a TCP connection currently acknowledges at least every other
data block (segment) that it receives. Some of these acknowledgements may be su-
perfluous. A large portion of a TCP connection’s cost is the overhead of processing a
new packet as it arrives. Consequently, it is possible that extending the acknowledge-
ment interval may increase throughput by requiring less acknowledgement overhead
per connection.

We implemented extended acknowledgement intervals in UNIX 4.4 BSD compat-
ible network code. We compiled the code on a Sun IPC workstation running SunOS.

To test our hypothesis, we conducted throughput tests using machines on the
same local network, a near network, and a distant network. Analysis of the data
revealed that extending the acknowledgement interval does increase throughput by a
statistically significant amount in the local and near network cases. In particular, in
the local case the throughput was increased by as much as 4 percent in some cases.
It is probable that congestion on the Internet and the resulting packet loss prevented

the overall increase in throughput on the non-local connections.
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1. INTRODUCTION

1.1 TCP/IP Overview

A network protocol is a set of rules that computers use when exchanging data
over a computer network. TCP and IP are the two protocols that form the basis
of sharing information over the Internet. A protocol is reliable if it guarantees data
delivery. An unreliable protocol does not guarantee data delivery. A protocol is
connectionless if each packet sent over the protocol is treated independently [Com88].
With a connectionless protocol, each packet may take a different path to reach its
destination, and the packets may arrive in any order.

Data is split into pieces before it is sent over a network. Before transmitting the
data, the protocol adds a header that includes the source and destination of the data.
On an Ethernet, the resulting unit is called a physical frame [Com88]. At a higher
protocol level, each unit may be called a datagram or a segment.

Network protocols are often layered. A complete packet including the header and
data from one protocol may be contained, or encapsulated, within the data section
of another protocol. A high-level protocol may be encapsulated within a low-level
protocol, which may itself be encapsulated within another protocol. Each protocol

layer adds useful features to the one below it.
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The Internet Protocol (IP) is an unreliable, connectionless protocol that deliv-
ers data between computers over the Internet. Each unit sent using IP is called a
datagram.

The Transmission Control Protocol (TCP) is a reliable, connection-oriented [Com88]
protocol that delivers data between applications. TCP can be used to deliver data be-
tween applications on the same computer, or to different computers over an internet.
Although TCP is a general purpose protocol which can be used with several delivery
systems, on the Internet its data units, called segments, are encapsulated within IP
datagrams [Com88] as shown in figure 1.1. Even though TCP is encapsulated within
the connectionless IP protocol, it is connection-oriented [Com88] because hosts must

negotiate to open and close a TCP connection.

TCP segment

IP datagram

Physical network frame (e.g. Ethernet frame)

Figure 1.1 Protocol Layering on the Internet
When using TCP on the Internet, data is encapsulated within a TCP segment, an IP
datagram, a physical frame, and then transmitted.
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1.2 Acknowledgements in TCP

As mentioned previously, IP is an unreliable protocol. IP has a “best-effort” de-
livery scheme, but does not guarantee the delivery of any data. To compensate for
this, TCP is reliable; it guarantees the delivery of data through the use of acknowl-
edgements and retransmissions..

Each byte of data that is sent through a TCP connection is acknowledged using
a positive acknowledgement, which means that the receiving TCP acknowledges data

1. If the receiving TCP does not acknowledge data within a certain

that it receives
time limit (see section 1.2.3) the sending TCP will retransmit the data. TCP ac-
knowledgements are also cumulative; a host acknowledging receipt of the nth byte is
also implicitly acknowledging the receipt of all bytes previous to n.

Each side of a TCP connection chooses an initial sequence number for the first
byte of data that TCP sends over the network. Subsequent data bytes are numbered
sequentially starting at this number. The receiving TCP must acknowledge receipt of
every data byte sent through a TCP connection, at least cumulatively. The receiving
TCP acknowledges the data by sending an acknowledgement (ACK) which contains
the sequence number of the next byte it expects to receive. For example, if a segment
arrives containing bytes with the sequence numbers 100 - 200, the receiving TCP
can acknowledge all of the bytes in the segment by sending an acknowledgement
containing the sequence number 201.

TCP connections are full-duplex, which means that data can flow in both directions
simultaneously [Com88]|. The fields that are used for acknowledgements are contained
in the header of the TCP segment (see figure 1.2), which allows TCP to send an
acknowledgement and data in the same segment. This is known as piggybacking an

acknowledgement on a data segment.

In contrast, some protocols use a negative acknowledgement; the receiver will send a message if
it does not receive expected data.
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0 4 10 16 24 31
Source Port Destination Port
Sequence Number
Acknowledgement Number
DataOffset | Reserved Flags Window
Checksum Urgent Pointer
Options Padding

Data (variable length)

Figure 1.2 TCP Header Format [Pos81]

There is space reserved for an acknowledgement in each TCP segment. A host may
send data and an acknowledgement in the same packet by setting the acknowledge-
ment flag and filling the acknowledgement field with the 32 bit sequence number of
the next byte it expects to receive.

1.2.1 TCP Processing Overhead

A simple version of TCP acknowledges every segment sent. Thus, for every data
segment sent over the network, there is also an acknowledgement segment. Most
of the cost of maintaining a TCP connection, in terms of computer resources, is
due to the overhead of dealing with incoming packets [Cla82]. Recall that TCP
acknowledgements are cumulative; those sent near each other may be redundant.
Eliminating some of the redundant acknowledgements will help to alleviate connection

overhead.
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1.2.2  Current TCP Acknowledgement Implementation

The current specification of TCP [Bra89] recommends delayed acknowledgements.
Specifically, after receiving a segment, the receiving TCP may delay sending the
acknowledgement for up to 500 ms. BSD-based implementations of TCP will delay
sending the acknowledgement for up to 200 ms [WS95]. If the host has outgoing data
for the same connection, TCP can piggyback the acknowledgement on the next data
segment. This is useful for cutting down on the number of segments in interactive
connections such as a telnet connection, where each character typed is immediately
echoed back to the sender. Furthermore, according to the standard, the receiving

TCP must send an acknowledgement for at least every second segment [Bra89).

1.2.3 Timing TCP Segments

As mentioned previously, the receiving TCP uses positive acknowledgements to
signal receipt of data segments. If a data segment is lost or damaged, the receiving
TCP will not acknowledge it. In this case, the sending TCP needs a mechanism to
recognize when to resend a segment. The sending TCP maintains a retransmission
timeout value (RTO), which is the amount of time that TCP will wait before re-
sending a segment [Ste94].

The round trip time (RTT) of a segment is the elapsed time between sending a
segment and receiving an acknowledgement that covers the segment. The RTO value
is based on the round trip times of TCP segments flowing over the given connection.
The RTT of segments flowing over a connection can vary widely [Jac88], so the RTT of
individual segments are combined through a smoothing algorithm [Jac88] to provide
a better estimate of the RTT for subsequent segments.

TCP has two timers running at all times: a 200 ms fast timer and a 500 ms slow

timer. TCP measures the RTT of a segment in slow timer ticks, a granularity of 500
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ms [WS95]. The TCP Vegas research project [BOP94] claims to have gotten higher
throughput by using UNIX timestamps? with a millisecond granularity, as opposed
to the slow timer tick.

TCP times only one segment at a time [Ste94]. Consequently, TCP only times
1 segment per every n segments, where n is the number of segments in transit at a
given time. The sampling of the RTT is dependent on the number of segments in
transit simultaneously [JBB92]. Several suggestions have been made for improving
the accuracy of the RTT measurements. For example, if TCP timed every segment,
it could apply the RTT to the last segment covered by the acknowledgement. This
would increase the RTT sampling rate, and would result in a more accurate RTT.
Such a scheme is proposed in TCP Vegas [BOP94]. TCP’s timestamp option [JBB92]
offers another way to get a more accurate RTT. When using this option, TCP in-
cludes a timestamp in each segment that is sent. The receiver echoes this timestamp
in the acknowledgement segment. The sender is able to calculate a RTT for each
acknowledgement it receives [JBB92]. Currently, TCP can only calculate a RTT for

an acknowledgement of a timed segment (one segment per window) [Ste94].

1.2.4 Delayed Acknowledgements and the Round Trip Time

Delayed acknowledgements affect the RTT because of the way that TCP currently
times the segments (see section 1.2.3). Assume that the sending TCP sends the
segment it is timing, segment n, followed by segment n 4+ 1. If the receiving TCP
delays acknowledgement of segment n, then the sending TCP will calculate a longer
RTT for the segment n when it receives the acknowledgement of segment n+1 [Ste94].

TCP’s timestamp option may be used in conjunction with delayed acknowledge-

ments. If delayed acknowledgements are being used, the receiving TCP echoes the

2A UNIX timestamp is an integer which represents the present time as the number of seconds
since January 1, 1970.
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earliest timestamp it received that it has not yet acknowledged. The sending TCP
then automatically takes into account the time for the delayed acknowledgements
[JBB92].

When using delayed acknowledgements as we are in this research, a longer (in-
correct) RTT measurement is vital. If the RTT is accurate, TCP may construe the
longer RTT caused by the delayed acknowledgements to mean lost segments, and

start retransmitting segments unnecessarily [Bra89].

1.3  Window Size and Throughput in TCP

Each side of a TCP connection has a buffer for incoming data. The amount of
buffer space available is called the window size. Data sent through the connection is
held in the receiving TCP’s buffers until it can be delivered to the application reading
from the connection. The available window size will vary throughout the duration
of the connection, depending on how much data has arrived at the host and is still
waiting to be processed.

If you visualize the connection between two hosts as a pipeline, then the size of
the buffers on both sides of the connection limit how much information can be in the
pipeline at one time. The amount of information in the pipeline must never exceed
the receiving TCP’s buffer space. TCP will attempt to fill the connection between
the hosts with as much data as possible. In general, as the buffer size grows, so does
the amount of data that can be in transit at a given time.

Throughput is a measure of the amount of data flowing through a connection per
unit time. In general, one desires to maximize the throughput of a given connection.
The TCP window size affects throughput by limiting the amount of data that can be

in transit at a given time. For example, if the window size of the receiving host is
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small, then the sending host will have to pause periodically throughout the duration
of the connection to allow the window to open again [Ste94].

If the sending TCP manages to fill the receiving TCP’s buffers, the receiving
TCP will send a zero window advertisement which causes the sending TCP to stop
transmitting data over the connection [Ste94]. The sending TCP will set a persist
timer; if it has not received a window update when the timer expires, it will send a
message to the receiving TCP to see if a window update has been lost [Ste94]. During
the time that the sending TCP waits for the receiving TCP to empty information from
its buffers, the pipeline between the hosts may empty out. Once buffer space becomes
available, it will take time to refill the pipe with data and have the connection running
at “full capacity” again. Table 1.1 shows the theoretical maximum throughput for

various window sizes, as calculated by the bandwidth-delay product equation [Ste94].

Round Trip Time (ms)
local cross-campus | Kent State | U of Kentucky | Sunsite CA
Buffer Size | (2.5 ms) (4.5 ms) (60 ms) (120 ms) (270 ms)
1k 1.56 0.87 0.07 0.03 0.01
16k 6.25 3.47 0.26 0.13 0.06
32k 12.5 6.94 0.52 0.26 0.12
64k 25.0 13.89 1.04 0.52 0.23

Table 1.1 The Effect of TCP Window Size on Throughput
For each host/RTT and buffer size listed, throughput is shown in MB/s. The maxi-

mum possible throughput increases as the TCP window size (buffer size) increases.
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1.4 Extended Acknowledgement Intervals

Based on our observations of TCP, we hypothesize that extended acknowledge-
ment intervals may allow for greater throughput on a TCP connection. TCP cur-
rently requires a host to acknowledge at least every other segment [Bra89]. This is an
acknowledgement interval of two; two segments may be received before an acknowl-
edgement must be sent. It is possible that extending the acknowledgement interval
may increase throughput by requiring less acknowledgement overhead per connection.

The research presented in the rest of this paper tests the effects of extended
acknowledgement intervals on the throughput of local and non-local TCP connections.
Chapter 2 focuses on the necessary operating system changes to implement extended
acknowledgement intervals. Chapter 3 describes the experiments performed with
the modified TCP. Chapter 4 examines the results of the experiments and gives

suggestions for further research.
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2. IMPLEMENTATION

2.1 Environment

We compiled an experimental operating system (kernel) on a Sun IPC workstation
(netipc2) running SunOS 4.1.2, from Sun Microsystems. We made changes to 4.4 BSD
compatible public domain networking code, and compiled the networking code into
the SunOS 4.1.2 operating system. The workstation is attached to a local Ethernet

network.

2.2 Implementation Details

Few changes are needed to implement extended acknowledgement intervals in
TCP. Most of the changes that we made track the effects of the extended acknowl-
edgement intervals. The affected files are: tcp_input.c, tcp_output.c, tcp_subr.c,
tcp_timer.c, and tep_var.h. The following sections describe the changes made to each

of the files.

2.2.1 tcp_var.h: Tracking Fields

Each TCP connection is associated with a TCP control block that holds informa-

tion about the connection. TCP keeps track of several statistics. For example, TCP
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tracks the number of bytes sent, the number of bytes received, and the number of
duplicate packets received. However, TCP does not track these on a per-connection
basis. We added a new structure that contains per-connection tracking data (fig-
ure 2.1). The TCP control block has a pointer to this structure. We placed code
to update these tracking variables next to where the SunOS tracking variables were
maintained in the basic TCP code.

The new version of TCP also keeps track of the number of times the extended
interval code is called during the lifetime of each TCP connection (variables t_inc,

t_ackdone, and t_timeack in figure 2.1).

#ifdef TCPEXP

#define MT_TCPE 20 /* mbuf type for our experimental variables */
/* this should be in mbuf.h */

/* This structure holds the tcp experimental fields/statistics. */

/* A pointer to this structure is located in the TCP control block. */

struct tcpe {

u_long t_acknowcnt; /* countdown to setting acknow flag */
u_long t_inc; /* num times acknowcnt increased */
u_long t_ackdone; /* num times acknow reached limit */
u_long t_timeack; /* num times timed out and acked */
u_long t_sndbyte; /* data bytes sent */
u_long t_sndrexmitpack; /* retransmitted packets */
u_long t_sndrexmitbyte; /* data bytes retransmitted */
u_long t_sndacks; /* ack-only packets sent */
u_long t_rcvbyte; /* bytes received in sequence */
u_long t_rcvdupbyte; /* duplicate-only bytes received */
u_long t_rcvpartdupbyte; /* dup. bytes in part-dup. packets */
u_long t_rcvackpack; /* acks received */
u_long t_rcvackbyte; /* bytes acked by rcvd acks */
u_long t_rcvdupack; /* duplicate ack packets received */
X5
#endif

Figure 2.1 TCP Research Variable Structure
The experimental variables structure houses the variables used in this research. The
TCP control block structure has a pointer leading to this structure.
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2.2.2 tcpanput.c

The most extensively altered file in the implementation is tcp_input.c. The changes
to tep_input comprise the bulk of the extended acknowledgement interval implemen-

tation. The heart of the code is shown in figure 2.2.

if (tcp_nodelack == 0) {
(tp—>t_exp->t_acknowcnt ) ++;
(tp—>t_exp->t_inc)++;
if (tp->t_exp—->t_acknowcnt == TCPE_ACKNOWCNT) {
tp->t_flags |= TF_ACKNOW;
tp->t_exp->t_acknowent = 0;
(tp—>t_exp->t_ackdone) ++;
} else
tp->t_flags |= TF_DELACK;
} else
tp->t_flags |= TF_ACKNOW;

Figure 2.2 Extending the Acknowldegement Interval

This piece of code in tcp_input.c checks the number of “outstanding” segments to
see if the extended acknowledgement interval limit has been reached. If the limit has
been reached, it sets a flag to acknowledge the segment.

This piece of code is placed in the dodata section of tcp_input, which processes an
incoming segment and arranges for an acknowledgment of the segment, it necessary.

If delayed acknowledgements are not enabled (they are enabled by default), a flag
is set to acknowledge the packet. If delayed acknowledgements are enabled, then three
things occur. First, the field that counts the number of outstanding acknowledgements
(t_acknowcnt) is incremented. Second, the t_inc is incremented to show that the
outstanding acknowledgements field was incremented.. Third, TCP decides whether
the current segment needs to be acknowledged immediately by comparing the number
of outstanding acknowledgements to the preset limit.

If the number of outstanding acknowledgements reaches the preset limit
(TCPE_ACKNOWCNT), then the flag is set to acknowledge the segment immediately. The

outstanding acknowledgements field (t_acknowcnt) is reset, and the tracking variable
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t_ackdone is incremented to show that the acknowledgement was sent because the
number of outstanding acknowledgements met the preset limit.

The code that sets the initial threshold value for outstanding acknowledgements
(TCPE_ACKNOWCNT) is also contained in tcp_input.c. Setting the interval to 2 evokes
the “ack-every-other” behavior of the standard 4.4 BSD TCP code.

The tracking variables altered by routines in tcp_input.c are listed in Table 2.1

Tracking Variables - Receiving

Name Description
t_rcvackbyte bytes acked by the acknowledgement packets received
t_revackpack acknowledgement packets received
t_rcvbyte bytes received
t_rcvdupack duplicate acknowledgement packets received
t_rcvdupbyte duplicate bytes received
t_rcvpartdupbyte | duplicate bytes in partially duplicate packets

Table 2.1 tcp_nput.c Tracking Variables
The tracking variables that are incremented by routines in the tcp_input.c file.

2.2.3 tcp-output.c

All changes to tcp_output.c involve tracking the effects of the extended acknowl-
edgement intervals on TCP’s sending side. The tracking variables that are modified

in tcp_output.c are listed in 2.2.
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Tracking Variables - Sending

Name Description
t_sndacks ack-only (non-piggybacked) acknowledgements sent
t_sndbyte data bytes sent

t_sndrexmitbyte | retransmitted bytes

t_sndrexmitpack | retransmitted packets

Table 2.2 tcp_output.c Tracking Variables
The tracking variables that are incremented by routines in the tcp_output.c file.

2.2.4 tcpsubr.c

When a new socket is created for a TCP connection, the tcp_newtcpcb subroutine
is called to allocate and initialize a new TCP control block [WS95]. The code that we
added to tcpnewtcpceb allocates and initializes a structure to hold the extra variables
needed for this implementation. TCP accesses these variables through a pointer inside
the TCP control block structure. The control block cannot hold the information itself
due to the size restrictions of the BSD mbuf structure [LMKQ89].

A closing TCP connection calls the tcp_close function [WS95]. The code added to
this function prints the connection’s tracking field variables to the system log. The

tcp_close function also deallocates the memory used for the tracking fields structure.

2.2.5 tcptimer.c

There are two timer functions for TCP. The fast timer is called every 200 ms, and
the slow timer is called every 500 ms. The fast timer function deals with the delayed
acknowledgement timer [WS95].

The fast timer checks to see if a delayed acknowledgement is waiting to be sent.

It checks every 200 ms, so the delayed acknowledgement is sent between 1 and 200
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ms from the time it is prepared. In addition to sending the acknowledgement, the
new implementation resets the outstanding acknowledgements count (t_acknowcnt)
to zero. It also increments the tracking variable that counts the number of delayed
acknowledgements triggered by the timer (as opposed to the preset outstanding ac-

knowledgement limit).
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3. EXPERIMENTAL RESULTS

We ran three groups of experiments to test the effect of an extended acknowledge-
ment interval on connection throughput. The first group of tests ran on the local
network. The second group of tests ran on a near network, which is separated from
the local network by one bridge. The third group of tests ran on a distant network
over the Internet. For each test run, we transferred a large amount of data from a
remote machine to the machine with the altered operating system and captured con-
nection statistics such as throughput and number of retransmissions for subsequent

analysis.

3.0.6 Statistical Analysis

In order to make a meaningful comparison between any two test brackets using
confidence intervals, we need a normal distribution of data points in each bracket
[Fre92]. However, we cannot assume that a set of tests measuring throughput between
two given machines will yield a normal distribution. For example, figure 3.1 contains
a graph of the raw data for an extended acknowledgement interval of 3.

The central limit theorem states that, given sets of random samples from an infi-
nite population, the means of the sets are normally distributed regardless of the initial
distribution [Fre92]. To compare the data from two extended acknowledgement in-
terval settings, we must first divide tests from each acknowledgement interval setting
into sets, and then take the means of the sets. The means will form a normal distri-
bution, which can be used to compare the two settings. Figure 3.2 shows the adjusted

throughput graph for the extended acknowledgement interval 3. The adjusted curve
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Number of Connections

| | | T !
32 34 36 38 4
Connection Throughput (MBit/s)

Figure 3.1 Raw Throughput Curve
This is the raw throughput distribution for the extended acknowledgement interval
of 3, with a buffer size of 4k.

is approximately normal, which will allow comparisons with the adjusted throughput
distribution from another acknowledgement interval setting.

Given the results of the tests, we can say with a certain confidence that the true
mean of the bracket population lies within a specific range [Fre92]. For example,
given the results of the local tests, we can say with a 95% confidence level that
the mean of throughputs using an extended acknowledgement interval of 2 and a
buffer size of 4k falls within the range of 4.062 Mbit/sec to 4.067 Mbit/sec. If the

confidence intervals for two extended acknowledgement intervals overlap, then there
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Translated Local Net Throughput Distribution ——

Number of Connection Sets

; ; ; ; ; ; ; ;
409 41 411 412 413 414 415 416 417 418
Mean Connection Set Throughput

Figure 3.2 Adjusted Throughput Curve
This is the adjusted throughput distribution for the extended acknowledgement in-
terval of 3, with a buffer size of 4k.

is no statistical difference between them, i.e. we cannot claim that one extended

acknowledgement interval gets better results than the other.

3.1 Local Network

For the purposes of this research, two machines are considered to be on the same
local network if they are connected to the same physical network with no bridges or

routers between them. The local network tests involved three machines, which are all
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connected to the same section of Ethernet. The receiving TCP was always located on
netipc2, a SUN IPC workstation running SunOS 4.1.2 from Sun Microsystems, with
the modifications listed in chapter 2. The sending TCP was sometimes running on
netipcl, a machine identical to netipc2 but running an unmodified operating system.
The other sending machine was jarok, a SUN Sparch running SunOS 5.3 from Sun
Microsystems. Experiments ran during the early morning hours, when local network

traffic is presumed low.

3.1.1 Gathering data

To measure TCP performance between two hosts, we used a program called ttcp.
It was created at the U.S. Army Ballistics Research Lab (BRL) [Ste94]. The pro-
gram produces network traffic and then presents various performance measurements,
including throughput.

To measure the effect of changing the extended acknowledgement interval on the
receiving machine, we ran several tests at different extended acknowledgement interval
settings. We compared the results of the tests using the statistical methods outlined

in section 3.0.6.

3.1.2  Experiments with a 4k Window Size

As mentioned in section 1.3, the buffer size at both ends of a TCP connection
can effect throughput considerably. The size of the smallest buffer is the maximum
amount of data that may be in transit at a given time. We ran the first set of
experiments at TCP’s default buffer size setting of 4k (4096) bytes.

Over 24 thousand connections ran between netipcl and netipc2. The tests were

gathered into sets of 20 for analysis. The graph in figure 3.3 shows the 95% confidence



29

intervals calculated over the normally distributed mean of each extended acknowledge-
ment interval. Non-overlapping confidence intervals indicate a statistically significant
difference in throughput. The graph indicates that acknowledging every third seg-
ment does improve throughput. However, the throughput gains do not continue to
rise for extended acknowledgement intervals of four and above. There is a statisti-
cally significant dip in the throughput at extended acknowledgement interval 14. This

suggests some adverse interaction within TCP at this acknowledgement interval.
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Figure 3.3 Local Network Throughput - 4k Buffer Size

Each data point represents the mean of one extended acknowledgement interval
bracket. Non-overlapping confidence intervals indicate a statistically significant dif-
ference in throughput.
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3.1.2.1 Explanation of Results

In the local network case, extended acknowledgement intervals increased through-
put. Each data point on Figure 3.3 represents one extended acknowledgement interval
setting. The diamond represents the throughput mean at that interval, and the ver-
tical bar through the mean extends over the confidence interval range. We can state
with 95% confidence that an extended acknowledgment interval of three increases
throughput (from the default of 2) on a local network basis.

In the local network case, the RT'T drawbacks of using an extended acknowledge-
ment interval do not make a significant impact. One of the principal drawbacks of
using an extended acknowledgement interval is that the RTT for the connection will
be inflated. This inflated RTT will not matter unless a segment is lost or corrupted.
Then, the connection will take longer to find out about the segment loss. On the
local net, lost segments (and therefore retransmissions) are rare. Retransmitted seg-
ments may be detected as bytes arriving out of order in the connection; throughout
over twenty-six thousand local connections, .001 percent of the data bytes appeared
out of order. Thus, the inflated RTT seems to have a minimal effect on local net
connections.

Having fewer packets for a given connection may allow higher throughput [Cla82].
As previously stated, one of the major sources of TCP overhead is in the interrupt time
taken to deal with each incoming packet. The extended acknowledgement interval
allows for fewer acknowledgement packets per connection, which cuts down on the
overhead of processing packets [Cla82]. In addition, more of the available network
resources can be used for data segments. Figure 3.4 shows the average number of

acknowledgement segments sent from the receiving side of the test connections at
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each acknowledgement interval tested. The amount of data to be transferred and the

window size were constant throughout the experimental runs.
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Figure 3.4 Average Number of Acknowledgements per Connection

The average number of acknowledgements per connection drops as the extended ac-
knowledgement interval increases. Fewer acknowledgement segments per connection
means less interrupt overhead for processing the incoming packets of a connection.

Throughput levels off after an extended acknowledgement interval of three. Recall
that the window size (sending/receiving buffer size) of the test connections is 4k bytes.

After the sending TCP sends enough segments to fill the window, it will pause and
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wait for an acknowledgement before sending additional data [Ste94]. Figure 3.5 shows
a TCP time sequence graph (see A) describing the results of using a small (4k) buffer
on a TCP connection. It is reasonable to assume that increasing the window size will

allow greater throughput gains using extended acknowledgement intervals.

jarok.cs.ohiou.edu:48283 ==> netipc2.cs.ohiou.edu:discard
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Figure 3.5 4k Window Size Leads to Ack-Every-Other Conditions

After filling the window, the sending TCP is forced to stop and wait for an acknowl-
edgement from the receiving TCP. This connection is running at an extended ac-
knowledgement interval of 6; it should acknowledge every 6th segment. See appendix
A for instructions on how to read this TCP time sequence graph.
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3.1.3 Experiments with a 51k Window Size

Because the 4k buffer size appeared to be limiting the usefulness of extended ac-
knowledgement intervals, we increased the buffer size from 4k to 51k, the maximum
buffer size allowed by the operating system [PP93]. Approximately 3 thousand con-
nections were run from jarok to netipc2, and gathered into sets of 20 for analysis. We
used jarok instead of netipcl as the sending machine because we were using netipcl
to capture traces of the resulting network activity. Although jarok is a faster machine
than netipcl, there are no experimental side effects from changing machines because
we never compare data sets run from jarok with those run from netipcl.

The graph in figure 3.6 shows the results of the test sets running at the increased
buffer size. Although the overall throughput rises for each acknowledgement interval,
the extended acknowledgement intervals do not show as much improvement over the

default behavior as they did at the 4k window size setting.

3.1.3.1 Explanation of Results

The mean throughput rise is a direct result of the increase in the window size from
4k to 51k (see section 1.3). The gradual increase in the throughput as the extended
acknowledgement interval rises is to be expected because the window size is now large
enough for the extended acknowledgement intervals to be used more frequently; the
sending TCP will not have to stop and wait every few segments, as it did with the
4k window size.

The extended acknowledgment intervals are not having as significant an effect
as expected on connection throughput. To discover the cause of the anomaly, we
ran 10 connections at differing acknowledgment intervals and buffer sizes to get a
rough idea of what was taking place. The result of this experiment is shown in figure

3.7. Although it is a simple test, it demonstrates that something is hindering the
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Figure 3.6 Local Network Throughput - 51k Buffer Size

Each data point represents the mean of one extended acknowledgement interval
bracket. Non-overlapping confidence intervals indicate a statistically significant dif-
ference in throughput.

throughput at the maximum buffer size. The same effect has been noted by others
[PP93], and is thought to be a problem with the SunOS 4.1 operating system. Based
on this knowledge, we decided to run the tests with a window size of 32k to avoid the

adverse effects of the maximum buffer size.
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Figure 3.7 Effect of Buffer Size on Local Network Througput

10 tests were run at extended acknowledgement intervals of 2, 4, 6, 10, and 16. The
means of the tests are shown in this plot. The maximum buffer size of 51k has an
adverse affect on throughput. This has been noted before [PP93] and is thought to

be a result of using the SunOS 4.1 operating system.

3.1.4 Experiments with a 32k Window Size

A 32k window size is large enough for TCP to send several segments before filling
the window, which will alleviate the “stop and wait” problems incurred at the default
window size of 4k. The 32k window size also seems to avoid the adverse effects on
throughput noted with large buffer sizes in the SunOS 4.1 operating system [PP93].

We ran 2 thousand test connections between jarok and netipc2, and gathered the

results into sets of 20 for analysis. The results are shown in figure 3.8.
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Figure 3.8 Local Network Throughput - 32k Buffer Size

Each data point represents the mean of one extended acknowledgement interval
bracket. Non-overlapping confidence intervals indicate a statistically significant dif-
ference in throughput.

The extended acknowledgement intervals make a statistically significant improve-
ment in throughput. Extending the acknowledgement interval from 2 to 3 increases
the throughput by 2 percent (roughly 100 kbits/sec). Extending the acknowledge-
ment interval from 2 to 6 increases throughput by 3 percent. We measured a 4
percent increase at acknowledgement interval 14; this was the maximum throughput

gain noted in our experiments.
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3.1.4.1 Explanation of Results

As mentioned in section 3.1.2.1, extended acknowledgement intervals allow for
fewer acknowledgements per connection, which reduces CPU overhead in dealing
with the connection. In addition, the penalties of having an abnormally long RTT
measurement are rarely incurred on a local network because retransmissions are rare.

The throughput of the 32k window size connections continues to rise as the ex-
tended acknowledgement interval is raised. This did not happen in the 4k buffer
space due to the “stop and wait” behavior of TCP at such a small buffer size. Figure
3.9 shows a connection running at an extended acknowledgement interval of 6. Com-
paring this figure to figure 3.5, one can see that the increased window size gives the
extended acknowledgement interval room to work. Figure 3.10 by contrast, shows the
default acknowledgement interval of 2 at a 32k buffer size. Note that several more
acknowledgements are sent on the connection, and that the acknowledgements are

often bunched together.

3.2 Near Network

This set of tests ran between a SparcStation 14+ running SunOS 4.1.2 from Sun Mi-
crosystems (levant) and the Sun IPC machine running the modified kernel (netipc2).
The machines are on separate subnets and are separated by a bridge. The average
round trip time between them is around 2.5 milliseconds.

The tests were run between midnight and seven in the morning over a period
of nine days. A total of 2625 ttcp connections ran between the machines for the
extended acknowledgement intervals between 1 and 14 (between 250 and 275 runs
per interval). The tests were gathered into sets of 20 for analysis. Levant is on a

subnet used by many people. Consequently, we ran fewer tests than in the local net
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Figure 3.9 Extended Acknowledgement Interval of 6 - 32k Window Size
The use of a 32k window size allows the extended acknowledgement intervals room to
work. Note that this is the same acknowledgement interval setting as shown in figure

3.5.

case. The same statistical methods apply to this data as to the local net data (see
section 3.0.6).

Figure 3.11 shows the final results of the experiments between levant and netipc2.
Overlapping confidence intervals indicate that there is no statistical difference in the
throughput means of the default behavior and the extended acknowledgement inter-
vals of 3, 4, and 5. However, throughput increases as the extended acknowledgement
interval is increased. The extended acknowledgement interval of 6 does show statis-

tically significant improvement over the default TCP behavior.
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Figure 3.10 Acknowledgement Interval of 2 (Default) - 32k Window Size
Although the receiving TCP attenpts to acknowledge every other segment, the ac-
knowledgements are often bunched together as seen at time index 47.84 on this plot.

3.2.1 Explanation of Results

Extending the acknowledgement interval on the connection improves throughput.
The improvements are not as marked as in the local case. One reason for this may
be the increase in retransmitted bytes throughout the connection. Over the course
of the experiments .003 percent of the bytes sent were retransmitted, as opposed to
.001 percent on the local network.

A wider variation in background traffic on the network may also have contributed

to the changed results. The local network is dedicated to testing. However, the
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This graph shows the throughput attained at each acknowledgement interval. The
extended acknowledgement interval of 6 shows statistically significant improvement

in throughput over the default behavior.
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network that levant is connected is the Computer Science Department network; sev-
eral users may be on at any given time. In addition, large batch processes run at
night, including the downloading of news to the department server. The wider varia-
tion in background network load may have widened the confidence intervals for each

acknowledgement interval setting.

3.3 Distant Network

This set of tests ran between a Silicon Graphics Indigo running IRIX 5.1.0.1
(ogion)! and a Sun IPC machine running the altered kernel (netipc2). Ogion is 8
gateways away from netipc2, which is about a 20-25 millisecond round trip time.

The File Transfer Protocol (FTP) was used to transfer a 1 meg? file 121 times
from ogion to netipc2, approximately 30 times per acknowledgement interval. We
used FTP instead of ttcp because ttcp tends to saturate the network when it is
running. Tests ran for extended acknowledgement interval settings of 2, 4, 8, and 15.
The same statistical methods apply to this data as to the local net data (see section
3.0.6).

The results of the experiments between ogion and netipc2 are shown in figure 3.12
The overlapping confidence intervals indicate that there is no statistical difference in

the throughput means.

'We extend our thanks to Dr. Steve Chapin at Kent State for the kind use of his machine
21 meg = 1024k = 1,048,576 bytes
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Figure 3.12 Distant Network Throughput

This graph shows the throughput attained at each tested acknowledgement inter-
val. The hosts were 8 gateways apart over the Internet. The overlapping confidence
intervals mean that there is no statistical difference in the throughput means.
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3.3.1 Explanation of Results

Wide variations in the throughput for each extended acknowledgement interval
setting are causing the wide confidence intervals. These variations could be caused
by changing congestion conditions on the Internet.

During the experiment, about 1 percent of the segments were retransmitted or
arrived out of order, compared with .001 percent in the local network case. The
abnormally long RTT may be adversely affecting the connection when a segment is
lost in transit.

The average number of segments per connection declines over the extended ac-
knowledgement interval range from 2 to 8. At the extended acknowledgement interval
of 15 the average number of segments rises, indicating a higher percentage of retrans-

missions.
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4. CONCLUSIONS

4.1 Overview

TCP is a reliable network protocol that uses the unreliable IP protocol to deliver
data. TCP uses positive acknowledgements in conjunction with retransmissions to
provide reliability. Because the acknowledgements are cumulative, some of them may
also be redundant. We hypothesize that using an extended acknowledgement interval
may eliminate some redundant acknowledgements, thereby increasing the throughput
of the TCP connection.

We altered a UNIX operating system on one machine to use extended acknowledge-
ment intervals; instead of acknowledging every other TCP segment, it acknowledges
every n segments. We ran throughput tests over a local network, a near network,
and a distant network. In the local and near network cases, we captured statistics on
thousands of bulk data connections made using ttcp. In the distant network case, we
tested the throughput using ftp connections due to ttcp’s tendency to saturate the

network.

4.2  Conclusions

Extending the TCP acknowledgement interval increases throughput in some cases.

In particular, extending the acknowledgement interval increases throughput when
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two machines are on relatively close networks. Using extended acknowledgement
intervals artificially inflates the RTT for each segment sent along the connection.
Consequently, the sending TCP may take longer to realize when a segment has been
lost or damaged. This effect may counteract any throughput gains caused by the
extended acknowledgement intervals. This would help to explain why the extended
acknowledgement interval throughput gains observed in the local and near network
cases were absent in the distant network case!.

The majority of the throughput gain may result from the fact that fewer packets
are needed for data transfers when using an extended acknowledgement interval.
This cuts down on the amount of interrupt overhead in dealing with the connection.
In addition, the use of fewer packets for a given connection is considered “network
friendly”.

Most of the throughput gain will be found in the lower range of extended ac-
knowledgement intervals (between 3 and 10). As the extended acknowledgement
interval setting is increased, the increase in throughput from one interval to the next
will diminish. The number of time-triggered acknowledgements will increase as the

extended acknowledgement interval rises.

4.3 Recommendations for Further Research

The research presented here is based on a static extended acknowledgement inter-
val. If the extended acknowledgement interval is relatively high (4 or more), then the
connection will tend to have poor throughput when the network becomes congested.
It may be possible to make the extended acknowledgement interval a dynamic variable

that changes throughout the connection lifetime to adapt to network congestion.

!The amount of retransmissions in the distant network case were approximately 100 times the
local network case.
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Research looking into a dynamic extended acknowledgement interval will have to
consider what to do when the network becomes congested. One approach would be to
back off to a lower acknowledgement interval when the network becomes congested.
This would allow closer monitoring of the connection until the congestion passes?
This process would mirror the TCP congestion window algorithm. The research
which has been done on this algorithm may directly apply to a dynamic extended
acknowledgement interval. The overhead of implementing such a “slow-start” scheme
must be weighed against the possible throughput gains made possible by having fewer
packets per connection.

One possible problem with implementing dynamic intervals will be its effect on the
RTT. A stable connection running at a high extended acknowledgement interval will
have inflated RTTs. When the interval is lowered, it will take several RTT samples
for the RTO to catch up with the drastic changes in the RT'Ts. Conversely, when the
interval is increased, the lack of immediate change in the RTO may cause unnecessary
retransmissions as the RTT suddenly doubles or triples.

Another option for using the extended acknowledgement intervals is to modify
the receiving TCP to recognize whether a connection is local, and to use the ex-
tended intervals on the local connections. Much of daily bulk transfers is between
local machines; using extended acknowledgement intervals locally will improve these
transfers.

The use of extended acknowledgement intervals to increase TCP throughput shows
promise. We have shown significant throughput increases in local and nearby net-
works. With some alterations, it may be possible to increase throughput in the distant

network case.

2Several connections backing off to a lower acknowledgement interval will increase acknowledge-
ment traffic, but it will be in the opposite direction from the congestion. This may still be a problem
is the network is congested in both directions.
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A. HOW TO READ A TCP TIME SEQUENCE GRAPH

A TCP time sequence graph is a graphic representation of what is happening
during a TCP connection. Recall that TCP connections are full-duplex; data can
flow in both directions simultaneously. Each time sequence graph shows only one
side of the connection. This is ideal for our situation; our experiments only send data
in one direction. Figure A is an example of a TCP time sequence graph.

Each side of a TCP connection consists of data flowing from the sending TCP
to the receiving TCP and acknowledgements flowing from the receiving TCP to the
sending TCP. Recall that each data segment sent along the connection has a TCP
sequence number. The y-axis of the TCP time sequence graph is the TCP sequence
number. The x-axis of the graph is the time index of the connection in seconds. Any
graphed connection will have a diagonal movement along the page from lower left to
upper right; sequence numbers increase as time goes on.

Each segment sent along the connection is represented by a vertical line with
arrows at each end. The height of the line is the size of the segment in bytes. The
vertical placement of the line on the page corresponds to the segment numbers of the
bytes that are covered in that segment.

The horizontal line over the segments represents the top of the receiving win-
dow. The total size of the receiving window is the space between the horizontal lines
containing the segments. Graphically, the segments must exist within the receiving
TCP’s window.

Examine the top edge of the receiving window, which is the top horizontal line.

Each time the top of the receiving window advances along the sequence space, there
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Figure A.1 Example TCP Time Sequence Graph
This graph represents one side of a TCP connection. The x-axis measures the sequence
numbers, and the y-axis measures time in the connection (seconds).

is a vertical line. This line represents an advance of the receiving window along the
sequence number space - i.e. a TCP window update. In general, this means that the
application on the receiving side read data from the receiving TCP buffer.

Examine the bottom edge of the receiving window, which is the bottom horizontal
line. Fach time the bottom of the receiving window advances along the sequence
space, there is a vertical line. This line represents an acknowledgement which covers
the segments up to and including its position on the sequence space. For example,
in figure A the acknowledgement shown at approximately 51.098 seconds covers the

third and fourth segments shown in this graph.



