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Abstract

Quality of Service (QoS) implementations such as Diffserv and Intserv
have focused on an end-to-end solution to providing alternative lev-
els of service. Applications needing guaranteed bounds on things like
throughput, delay, and packet loss were the target of such implementa-
tions. QoS can also be used to solve a different class of problem: that of
network contention. There also exists a need for Quality of Service on
edge links, where bandwidth is scarce. In a University setting, the net-
work is serving the needs of both the mission of the university (teaching
and research) as well as the residential life of its students, faculty, and
staff. The traffic contending for limited network resources is caused by
a mixture of work and pleasure. An effective Quality of Service system
at a University should both prioritize traffic and apportion bandwidth
to that traffic accordingly. Additionally, a complete Quality of Service
solution will include network infrastructure as well as network policy.

This paper describes the results of applying QoS techniques to a
University egress router. Two methods were used, both applied to a
Cisco 7200 router. Committed Access Rate (CAR) was used first, but
was then replaced by Class Based Weighted Fair Queuing (CBWFQ).
This paper seeks to demonstrate how these QoS mechanisms applied to
the egress router can predictably affect the packet loss ratio of certain
classes of traffic.

1 Introduction

During the first part of the 2000/2001 academic year, Ohio University
saw a dramatic increase in its Internet usage. Three factors contributed

to this saturation of the network: the dramatic increase in the use
of peer-to-peer applications like Napster, the topology of the network,
and its limited interconnect resources with its ISP. At that time, the
topology of Ohio University’s network consisted of a pair of redundant
backbone routers that connected Ohio University to its ISP. The routers
had high-speed connections from various internal routers coming into
them but shared a slow link (a fractional DS3) to the ISP. Because of
the asymmetry of link speed between incoming and outgoing interfaces,
the backbone router became a bottleneck for all traffic leaving and
entering Ohio University’s internetwork. During the fall quarter, the
backbone router had links of 10 Mb/s, 100Mb/s, and 1Gb/s coming
in from the rest of the campus and an outgoing link speed of 24Mb/s.
The traffic going from Ohio University to the rest of the Internet (the
outbound traffic) kept the 24Mb/s link between Ohio University and its
ISP full. As a result, queues on the backbone router were continually
full and many packets were dropped due to congestion. Additionally, an
analysis[1] of the yearly outbound traffic for 2000 showed the following
breakdown of packets:

1 81% of all outbound packets came from dorms at ports above 1024
1 10% of outbound packets came from dorms from well-known ports
f14% came from non-dorms from ports above 1024

5% came from non-dorms from well-known ports

This breakdown suggests that a vastly disproportionate amount of
Ohio University network resources was being devoted to low priority
traffic'. Applications like Napster, which was a heavy producer of net-
work bandwidth at the time, were using high port to high port connec-
tions. Ohio University faculty, staff and students who were using the
Internet to do work were being squeezed out by the low priority traffic.
Not only was the ISP link unable to accommodate the volume of the
university’s offered traffic, work and research related traffic seemed to
suffer more.

1As a qualitative policy, we define low-priority traffic as network traffic that has
more to do with recreation than with educational or research pursuits



At the time, Ohio University had no resources to invest in a bigger
network link to its ISP. An alternative proposal involved re-prioritizing
the outbound traffic. Developing a strategy whereby traffic was prior-
itized seemed a logical alternative. QoS mechanisms seemed the best
way to apply this strategy. As both a stopgap measure and proof-of-
concept, a rate limiting algorithm was applied to the border routers
affecting outbound traffic.

The application of Committed Access Rate (CAR) to the border
routers had an immediate effect. This effect suggested a more formal
QoS strategy should be pursued. Additionally, new distributed appli-
cations such as Kazza and Gneutella began to grow in popularity. Ohio
University’s network utilization rate was only going to get worse. This
prompted Ohio University to begin investigating queuing functions.

Of the queuing functions supported by Cisco, Class Based Weighted
Fair Queuing (CBWFQ) appeared to be the best fit for Ohio University.
It allows the traffic to be split into multiple queues which are serviced
in a weighted round robin format. The primary advantage is that the
unused bandwidth from higher priority queues could be consumed by
the lower priority queues.

2 Rate Limiting

A relatively simple QoS strategy was first pursued in solving the net-
work bottleneck at Ohio University. Something easy to implement may
offer both quick relief and quick proof that QoS might indeed offer a
real solution. The vendor of the router equipment already in place at
Ohio University (Cisco) dictated the set of QoS mechanisms from which
to choose this first simple mechanism.

Cisco offers two classes of per-hop QoS: scheduling and queue
management[2]. Scheduling allows the router to determine how packets
are queued hence when the packets are transmitted. Queue manage-
ment allows the router to manage queue size by buffering or dropping
packets when the queue size is exceeded.

Queue management mechanisms seemed the easier of the two to im-
plement. Two general per-hop mechanisms fall under the queue man-
agement class. Traffic shaping and traffic limiting can restrict the
amount of bandwidth that certain traffic flows are allocated. Traffic

limiting will drop the packets once the rate has been exceeded whereas
traffic shaping will buffer the exceeded packets and transmit them later
in an effort to bring the flow to within the set rate. Both mechanisms
enforce the limit whether there is congestion at the router or not. Thus
traffic could not use more bandwidth than its threshold allows even if
more bandwidth is available on the pipe[2].

Traffic limiting was used to restrict the amount of high-port to high-
port traffic leaving OU’s border router. Analysis of traffic being rate
limited demonstrates how this QoS mechanism applied to the egress
router can predictably affect the packet loss ratio of certain classes of
traffic.

3 Class Based Weighted Fair Queuing

Although traffic limiting had an immediate effect, it did not appear to
be the ideal solution since it may actually unnecessarily penalize low
priority traffic when high priority traffic is light. Instead the ideal QoS
solution would allow Ohio University to devote more bandwidth to high
priority traffic to ensure it gets through, but not penalize low priority
traffic in the case when high priority traffic flow is light or non-existent.
More of the outbound high priority traffic occurs during workdays. A
solution should not restrict the bandwidth low priority traffic could
use but should guarantee the bandwidth the high priority traffic will
get. For instance, at night, low priority traffic would be free to use all
available, remaining bandwidth.

Cisco offers three QoS scheduling mechanisms: priority queuing,
custom queuing, and weighted fair queuing (WFQ) and it’s variant
Class-Based Weighted Fair Queuing (CBWFQ). The default behavior
of scheduling in routers is first-in-first-out (FIFO). Packets are placed
into queues in the order in which they are received. Priority queuing,
a rigid scheduler, places packets in one of four queues labeled high,
medium, normal, or low. Packets in the normal or low queue will not
be processed in a timely fashion. Priority queuing is most suitable for
time-critical but low bandwidth traffic, which is not a common case
at Ohio University. Custom queuing and WFQ place traffic in one of
several queues and each queue is serviced in a round-robin fashion ac-
cording to configurable weights applied to each queue. This prevents



any one queue from starving, as is the case with priority queuing. The
weights, in essence, provide the bandwidth limitation. The difference
between the two lies in how they are implemented in the router. Cisco
contends that CBWFQ is more efficient and thus recommends it over
custom queuing. Both have the necessary properties to solve Ohio Uni-
versity’s network resource problem[2].

The Weighted Fair Queuing (WFQ) algorithm was first described in
the work of Demers, Shenker and Keshav[3] and further refined un-
der the name Generalized Processor Sharing (GPS) by Parekh and
Gallagher[4, 5]. WFQ is based on the notion of max-min fairness as
it relates to traffic flows. Each flow receives a fair share of the band-
width. Fairness is a very relevant concept in relation to Internet traffic
because of a phenomenon known as “lock-out” or “packet train”[4, 6, 2].
“A single connection or a few flows [can] monopolize queue space, pre-
venting other connections from getting room in the queue”[6]. Small
packets/flows will either experience greater delay relative to larger flows
since they will have a longer wait in the queue, or they will be dropped
because the queue is full. If they are TCP packets, their resending
will be further delayed by TCP’s congestion control mechanism. Small
packets and short flows can thus suffer at the hands of long flows[4, 6].
Min-max fairness dictates that packets/flows with the smallest resource
demand are serviced first. GPS, which is more theoretical than practi-
cal, implements fairness in the following way. To be treated fairly, each
packet is put into its own queue. Each queue is serviced once per round,
and during each servicing, one bit from each packet is removed from
the queue. Since every packet is visited exactly once per round, each
receives a fare share of the resources. The bit-by-bit processing means
that the smallest packet would finish first. Because queue processors
in routers have no notion of bit-by-bit processing and because packets
are variable length, WFQ assigns a weight to each packet that approx-
imates the time it would take to finish processing if GPS were used,
thus ensuring fairness. This weight, or timestamp, assigned to packets
is “based on their arrival rate at the router, their scheduled departure
time [if GPS were used] and their length”[7]. The order in which pack-
ets are put in the departure queue is based on this timestamp. Those
packets with the smallest timestamp get put into the departure queue
first[7, 4, 5].

Two other properties of WFQ make it an attractive QoS algorithm.
The first, termed flow protection, is related to fairness. Fairness guar-
antees that a flow will receive its allotted bandwidth no matter what
other flows are being serviced by the router. An errant or misbehaving
flow cannot disrupt another flow, as is the case in FIFO[7, 4, 5]. Second,
WFQ is a work-conserving algorithm[7, 4, 5]. Work conserving means
the router does not sit idle if packets are in any queues, as is the case
in schemes like priority queuing.

CBWFQ has all the properties of WFQ, plus the ability to guarantee
bandwidth to designated traffic[2]. With CBWFQ, a router can be
configured to add weights to the timestamp. These weights are based on
classes of traffic that a user defines. Thus certain classes of traffic may
receive more bandwidth (because of how they are placed on the queue)
than they would receive under WFQ. CBWFQ can ensure that Ohio
University’s high priority traffic receives a certain level of bandwidth
without being unfair to other traffic. It also means that if high priority
traffic is light (or non-existent), then the bandwidth can be used by all
other traffic.

Selection of the interfaces on which to apply CBWFQ) is critical to the
success of the system. CBWFQ should be placed on the congested in-
terface with the least amount of bandwidth in the critical path between
network cores. In Ohio University’s case, the congestion point occurs
at Ohio University’s interface to the ISP’s ATM network. Analyzing
traffic flow supported this selection and it eliminated other interfaces
as candidates for differentiated queuing.

On the ISP’s ATM network, two permanent virtual circuits exist, one
for Internet 1 service, and a second for Internet 2 service. Because of
the static nature of this ATM network, using the ATM QoS features
does not appear to be a viable solution.

Because of the ATM QoS functions, queuing functions like CBWFQ
were not originally supported by Cisco on ATM interfaces. In more
recent versions of the Cisco 10S, it is possible to apply differentiated
queuing functions like CBWFQ on ATM sub-interfaces. This ability
will allow for the desired traffic shaping functionality.

The traffic selection schema separates the traffic into three classes.
The first class contains traffic from well-known peer to peer applications
(distinguishable by port number), and is allotted 5% of the bandwidth.



The second class gathers port agile applications like Audio Galaxy. This
presented several problems that will be discussed later. Because of
these issues, this class receives 30% of the bandwidth. The remainder
of the traffic is delivered as best effort with the remaining 65% of the
bandwidth.

Traffic is selected for the second class if both the source and destina-
tion ports are greater that 1024. This criterion was selected by observ-
ing that the majority of desirable services operate on ports less than
1024. Unfortunately, it also selects applications like Passive FTP|§]
and several custom applications. In extreme cases, an exception in the
classification Access Control Lists (ACL) had to be installed. These
exceptions marginally increased the CPU utilization of the router and
increased the complexity of the system and its management; in general
it is not an extensible solution.

During the initial design, using a separate set of QOS classes for the
dormitory traffic was evaluated. The only method for selecting this
traffic was by IP address. Because of the layout of the University’s
address space, a very long ACL would have been needed to select the
student traffic. The size of the ACL’s and the number of queues has a
direct effect on the CPU utilization. As the complexity of the system
increased, the CPU utilization quickly approached a point that the
router operation was being affected.

Selecting by location is actually preferable to selection by application.
Selection by application will tend to cause application rotation and
masking, which will make traffic harder to characterize[9]. It is generally
believed in the Internet 2 community that applications will begin using
HTTPS or SSH to avoid application recognition. This would make
the traffic completely indistinguishable by even state-full classification
machines

4 Current and Future QoS at Ohio Univer-
sity

Ohio University’s queuing strategy is similar to the Q-Bone Scavenger
Service implemented on Internet 2. To participate in this system, Ohio
University needs to begin marking traffic with the QBSS code point[10].

An integral part of the Ohio University network engineering philos-
ophy is the development of a no single point of failure system. This
philosophy also extends to the Internet service. This means not only
fault tolerant connections to our primary ISP, but also connections to a
secondary ISP. Because of the cost, the secondary ISP supplies a frac-
tion of the bandwidth that the primary ISP offers. This bandwidth
represents the amount necessary to operate business critical services.
During normal operations, congestion on this connection is alleviated
with routing changes, which favor the primary ISP. Currently the queu-
ing structure on this connection mirrors that of the primary ISP. a more
advanced queuing structure will be developed in the next revision of the
system.
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